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BARROW BOROUGH COUNCIL

INTERNAL AUDIT FINAL REPORT IT 70
Information Security Policy Review 

Executive Summary

Introduction

In accordance with the 2018/19 Audit Plan, a review of the Council’s Information 
Security Policy was commenced in March 2019.
Protection of the confidentiality, integrity and availability of information is essential for 
the Council to ensure the effectiveness of its operations and services. A sound 
Information Security Policy is fundamental to fulfilling the Council’s obligations as Data 
Controller under the General Data Protection Regulations; and complying with the 
recommended standards for all public sector organisations.  An agreed security policy 
also provides a mandate for IT Services to implement appropriate security controls.  
With the assistance of consultancy from the NCC Group (formerly part of the National 
Computing Centre), the Council has recently updated its policy and it is this revised 
version that is now being reviewed.   

Audit Objectives
The audit was agreed with management as part of the 2018/19 
IT Audit coverage.   The main objective of the audit was to 
provide reasonable assurance in relation to whether the 
Council was adequately meeting its requirements to protect the 
integrity of the information held, in line with legislative and other 
standards.  
The scope of the audit was discussed and agreed with the 
Corporate Support Manager and IT Manager, before the start of 
the audit.

Audit Conclusion – Substantial Assurance
As a result of the audit we have concluded that there are weaknesses which place 
some of the objectives at risk.  We have identified three important issues and one 
minor issue which all relate to improving the completeness of the current policy.  
However as the overall policy is based on a sound model provided by the NCC Group, 
we are able to provide substantial assurance at this point in time. 
We have made three Priority 2 recommendations, as follows: 

 IT Management should agree a timescale for completion of the revision and 
publication of the remaining Information Security Policy supporting documents; 

 IT Management should arrange for the Information Security Policy document to be 
updated in order to fully establish the requirement for identification and ownership of 
information assets; and
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 IT Management should extend and strengthen the advice in Paragraph 5a of the 
“Email and Internet Acceptable Use” document relating to sensitive content.

We have also made one Priority 3 recommendation, as follows: 

 IT Management should consider inclusion of a reference to the key security roles of 
Senior Information Risk Officer (SIRO) and IT Security Coordinator within the 
Information Security Policy at the next revision.

Management Response
We have received a constructive management response from the IT Manager, 
accepting each of the recommendations.
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